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1 Introduction

The Safenames Web API 2 is a RESTful web service built using ASP.NET Web API framework and
implements an OAuth 2.0 Authorization server using OWIN middleware to provide token based
authorization. To obtain an access token and gain access to the Safenames Web APl a user must
follow two steps;

1. Request a token from the OAuth server endpoint.
2. Send the token (as well as token_type) in the Authorization header for all subsequent requests.

e.g. Authorization: Bearer {access token}

For POST requests a Content-Type header must be sent to initiate content negotiation. i.e.
Content-Type: application/json (OR application/xml)

For all requests an Accept header can be sent to ensure the returned data format, again, this can be
either json or xml;

Accept: application/json (OR application/xml)

Please note, the default Accept type is json.

All requests have common response properties, as well as any specific information that may be
returned with each endpoint (if applicable). The common response properties are;

1 (Success)

Code (integer) -1 (Fail)

Message (string) The response code followed by an error message.

True when response code = 1

Success (boolean
( ) False when response code = -1

An HTTP 200 response code will be returned when a request has been successful and an HTTP 400
Bad Request will be returned when an error is encountered. The client should then consult the error
code and message.

An OTE endpoint is available for testing commands and code development, where no actual changes
or domain registrations will occur. The OTE environment is reset monthly.

Parameters shown in bold denote required fields.
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2 Resource Reference

2.1 Security Token

Request Security Token

End point https://api.safenames.com/token

OTE end point https://dev-api.safenames.com/token

Method POST
Headers None
Parameters grant_type=password&username={username}&password={password}
{
"access_token": {string} (base64 encoded access token),
Response "token_type": "bearer",
"expires_in": 86399
}

2.2 Get Client Account Tree

Request Get Client Account Tree
End point https://api.safenames.com/clientaccount
OTE end point https://dev-api.safenames.com/clientaccount
Method GET
Headers Authorization
Accept (optional)
Parameters None
{
"CompanyName": {string},
Response "CustomeriD": {integer},
"ParentID": {integer}
}
Security Level 1,5
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2.3 Get Client Account Details

Request Get Client Account Details
End point https://api.safenames.com/clientaccount/customer_id
OTE end point https://dev-api.safenames.com/clientaccount/customer_id
Method GET
Authorization
Headers .
Accept (optional)
Parameters customer_id {integer}
{
"CustomeriD": {integer}
"CompanyName": {string}
"Registrant": {string}
“ContactName”: {string}
“Address1”: {string}
“Address2”: {string}
“City”: {string}
“State”: {string}
“PostalcCode”: {string}
“CountrycCode”: {string}
“TelephoneNumber”: {string}
“FaxNumber”: {string}
“EmailAddress”: {string}
Respenee "AutoRenewal": {boolean}
"ProfileNameserverl": {string}
"ProfileNS1lIPAddress": {string}
"ProfileNameserver2": {string}
"ProfileNS2IPAddress": {string}
"ProfileNameserver3": {string}
"ProfileNS3IPAddress": {string}
"ProfileNameserver4": {string}
"ProfileNS4IPAddress": {string}
"ProfileNameserver5": {string}
"ProfileNs5IPAddress": {string}
"ProfileNameserver6": {string}
"ProfileNs6IPAddress": {string}
3
Security Level 1,5
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2.4 Create Client Sub Account

Request

Create Client Sub Account

End point

https://api.safenames.com/clientaccount

OTE end point

https://dev-api.safenames.com/clientaccount

Method

POST

Headers

Authorization
Accept (optional)

Parameters

{

“AccountProfile” : {
“OrgName”: {string}
“ContactName”: {string}
“Addressl”: {string}
“Address2”: {string}
“StateProvince”: {string}
“City”: {string}
“CountryCode”: {string} (max length (2))
“PostalCode”: {string}
“EmailAddress”: {string}
“TeTNo”: {string}

“FaxNo”: {string}
}!
“TargetCustomerID”: {integer}

}

Response

{

"CustomeriD": {integer}

}

Notes

If the optional TargetCustomerID is omitted the sub-account will be created under
the currently logged in account. Otherwise it will be created under the supplied
target customer id.

Security Level

1
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2.5 Get Register Requirements

Request

Get Register Requirements

End point

https://api.safenames.com/register

OTE end point

https://dev-api.safenames.com/register

Method GET
Authorization
Headers .
Accept (optional)
Parameters ?DomainName=
{
"CountryCode" : {string},
"Country" : {string},
"LPRequirement" : {string},

Response " 4 . .{ 9} .
DefaultRegistrationTerm" : {integer},
"MinRegistrationTerm" : {integer},
"MaxRegistrationTerm" : {integer}

}
nr no restrictions
.. Local Presence
Additional Info . Tc Tocal contact
Requirements
cf company formation

Security Level

1,5

2.6 Register Domain Name

Request

Register Domain Name

End point

https://api.safenames.com/register

OTE end point

https://dev-api.safenames.com/register

Method POST
Authorization
Headers .
Accept (optional)
{
"DomainName": {string}
Parameters "RegistrationTerm": {integer}
"TargetCustomerID": {integer}
}
Response None

Security Level
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2.7 Transfer In Domain Name

Request

Transfer In Domain Name

End point

https://api.safenames.com/transferin

OTE end point

https://dev-api.safenames.com/transferin

Method POST
Headers Authorization
Accept (optional)
{
"DomainName": {string}
Parameters "AuthcCode": {string}
“TargetCustomerID”: {integer}
}
Response None

Security Level

2.8 Get Nameservers

Request

Get Nameservers

End point

https://api.safenames.com/nameservers

OTE end point

https://dev-api.safenames.com/nameservers

Method GET

Headers Authorizatign
Accept (optional)

Parameters 7DomainName=

Response {}

Security Level

1,5
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2.9 Modify Nameservers

Request Modify Nameservers

End point https://api.safenames.com/nameservers

OTE end point

https://dev-api.safenames.com/nameservers

Method POST

Headers

Authorization
Accept (optional)

{

"DomainName": {string},
"UseIDPDNS": {boolean},
"UseProfileDNS": {boolean},
"Nameserverl": {string},

Parameters "Nameserver2": {string},
"Nameserver3": {string},
"Nameserver4": {string},
"Nameserver5": {string},
"Nameserver6": {string},
}

Response None

Security Level 1

2.10 Get Domain Renewals

Request Get Domain Renewals

End point https://api.safenames.com/domainrenewals

OTE end point

https://dev-api.safenames.com/domainrenewals

Method GET
Headers Authorization
Accept (optional)
?TargetCustomerID=
Parameters ?FromDate=
?ToDate=
{
"Registrant": {string}
Response “Doma.n nName”: {stri ng}
ExpiryDate”: {datetime}
“ExpirybueDays”: {integer}
b
Security Level 1,5
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2.11 Renew Domain Name

Request

Renewal Domain Name

End point

https://api.safenames.com/domainrenewals

OTE end point

https://dev-api.safenames.com/domainrenewals

Method POST
Authorization
Headers .
Accept (optional)
{
"DomainName": {string}
Parameters "Action": {integer}
"RenewalTerm": {integer}
}
{
"Registrant": {string}
Response “Doma.nnName”: {str1n9}
ExpiryDate”: {datetime}
“ExpirybDueDays”: {integer}
}
1 Renew
Additional Info Action values 2 NO not renew
3 Restore & renew
Security Level 1

2.12 Get Domain Names

Request

Get Domain Names

End point

https://api.safenames.com/domainnames

OTE end point

https://dev-api.safenames.com/domainnames

Method GET
Headers Authorization

Accept (optional)
Parameters None

{
Response “Doma1 nName”: {stm ng}

CustomerID”: {int}

}
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Security Level 1,5

2.13 Get Domain Info

Request Get Domain Info
End point https://api.safenames.com/domaininfo
OTE end point https://dev-api.safenames.com/domaininfo
Method GET
Authorization
Headers .
Accept (optional)
Parameters 7DomainName= {string}
{
“DomainName”: {string}
"RegistrantName": {string}
“ContactName”: {string}
“Address1”: {string}
“Address2”: {string}
“City”: {string}
“State”: {string}
“PostalcCode”: {string}
“Country”: {strin
Response « y": A ”g} .
TelephoneNumber”: {string}
“EmailAddress”: {string}
"Status": {integer}
"orderedstatus": {integer}
“Registeredbate”: {string}
“ExpiryDate”: {datetime}
“LastUpdateDate”: {datetime}
"RenewStatus": {integer}
"ModifyDNSStatus": {integer}
b
Declined Declined at registry
ordered Please refer to OrderedStatus
For NTLD domains where the TLD is in the
Pre-order
pre-order phase
S Pre-Transfer | Preparing DNS changes before Transfer
Additional Info Registered Completed Register/Transfer process
Reserved Domain 1is reserved at registry
Transfer Domain 1is being transfered
0 Not in 'Ordered' status
orderedstatus 1 Awaiting Customer Information
2 Safenames Processing
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3 Application at Registry
1 Renew requested
RenewStatus
2 Do not renew requested
0 Not requested
ModifyDNSStatus | 1 In Progress
2 Complete
Security Level 1,5

2.14 Get Domain Availability

Request

Get Domain Availability

End point

https://api.safenames.com/domainavailability

OTE end point

https://dev-api.safenames.com/domainavailability

Method GET
Headers Authorization
Accept (optional)
Parameters ?DomainNames=[&omainNames=] {string}
{
Response "Doma1nwame : ?str1ng}
Status": {string}
}
Security Level 1,5

2.15 Get Country Codes

Request

Get Country Codes

End point

https://api.safenames.com/countrycodes

OTE end point

https://dev-api.safenames.com/countrycodes

Method

GET
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Headers Authorization
Accept (optional)
Parameters None
{
Response "Country : {ftrmg}.
CountryCode": {string}
}
Security Level 1,5

2.16 Get Move Domains

Request Get Move Domains
End point https://api.safenames.com/movedomain
OTE end point https://dev-api.safenames.com/movedomain
Method GET
Headers Authorization
Accept (optional)
Parameters ?TargetCustomerID= {integer}
[
{
Response "Cust?merID" : {d ntelzger}
DomainName" : {string}
3
]

If the TargetCustomerlID is omitted then the resulting domain list will show all

CehitelEl e domains valid for moving under the currently logged-in client's account tree.

Security Level 1,5
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2.17 Move Domain

Request Move Domain

End point https://api.safenames.com/movedomain
OTE end point https://dev-api.safenames.com/movedomain
Method POST

Authorization

Headers .
Accept (optional)
{
"DomainName" : {string}
"CustomeriD" : {integer}
Parameters "IRTPOptout" : {boolean}
"ChangeRegistrant" : {boolean}
"TargetCustomerID" : {integer}
}
Response None

IRTP Opt Out (Inter-Registrar Transfer Policy) an opt in/out flag is required for

aaeldltiene] (e generic domains. Please refer to the ICANN Inter-Registrar Transfer Policy

Security Level 1
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3 Error Codes
Code Message Description
1000 Invalid request data Malformed or missing values in request
1001 Domain name not found The domain name supplied has not been found in your
account.
1002 Invalid domain name The format of the domain name supplied is invalid
1003 Invalid top level domain An invalid TLD has been supplied
name
1004 Invalid target customer id The customer identifier supplied has not been found in
your account structure
. The country code supplied has not been recognised as
1005 Invalid country code an ISO 3166-1 alpha-2 country code
1006 Invalid registration term The supplied rgglstratlon term is invalid for the supplied
top level domain name
1007 Domain name unavailable The supplied domain name was found to be registered
1008 invalid renewal term The rgnewal term supplied is not valid for the top level
domain name
1009 Invalid auth code The supplied auth code is invalid for this transfer
1010 Domain is not pending The supplied domain name was found not to be in a
transfer transferable state
1011 At least 2 nameservers are An insufficient amount of nameservers has been
required supplied for a modify DNS request.
1012 Invalid name in Nameserver | An invalid nameserver name or no value has been
# supplied
1013 Invalid IP address in An invalid or no nameserver IP address has been
Nameserver # supplied
1014 Transfer out already The domain name supplied is already in the transfer out
initiated status
1015 Invalid transfer out status jl'her.e is either a dlspgte lock or no paid transfer out
invoice for the domain.
1016 Ivalid IPS tag An IPS tag was expected or is invalid for this .uk domain
ice} failed. Cash . . . .
1017 {service} failed. Cashpot The service request failed due to insufficient funds
balance low
. . The renewal action is not valid for this domain name.
1018 Invalid renewal action .
Refer to Domaininfo.RenewStatus
1019 Not a valid domain status Modify nameserver requests are only valid for domains
for modify nameservers with a 'Registered' status
1020 IRTP property expected for | You must supply a value for the Inter-registrar Transfer
TLD {tld} Policy setting which applies to the supplied TLD
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The domain name supplied is either not found or not a

1021 Invalid move domain valid domain for moving. Use GetMoveDomains to get
a list of valid domain names.
1022 Nothing to move in request | The Target Client ID is the current Client ID
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4 Examples

4.1 HTTP Client - Fiddler

You can test the APl endpoints using your favourite HTTP client. The following example demonstrates
acquiring an access token and requesting the country code list using Fiddler.

1. Open Fiddler and select the ‘Composer’ tab in the right part of the Ul. Select the ‘POST' request
method and enter the Url for access token. In the request body enter the grant_type of password,
your username and password as shown. Click the ‘Execute’ button.

=l Log | Filters I “— Timeline

(3) Statistcs | A Inspectors | % AutoResponder # Composer '3 FiddlerSeript

IUsethis page to compose a Request. You can clone a prior request by dragaging and dropping a session Execute
fromthe Web Sessions list. =

Parsed |Raw | Scratchpad I Dpﬁons|
|PDST - | |htm:ffapﬂ.safenames.mmﬁuken -| HTTP/1.1 - Log Requests
| i History
€| i | 3
Reguest Body Uploadfile...
| grant_type=password&username =atestuser&password =testuserpassword -
No Requests logged
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2. You should see a 200 response in the session list (left panel) as shown below. Double click the
response and head over to the inspector window.

# Result Protocol Host LRL Body Caching Content-Type
@5 200 HTTP api.safenames.com [Token 295 no-cache; Expires: -1 application fjson;charset=UTF-8
3. Right click the access_token response and copy the value to the clipboard. Click the ‘Composer’
tab.
El Leog | Filters | “— Timeline
() Statistics | i Inspectors | 4 AutoResponder | & Composer | “% FiddlerScript

Headers | TextView | Syntaxview | WebForms | HexWiew | Auth | Cookies ||F‘.aw | 150M |
L |

POST http: ./ api.safenames.com/Token HTTP/ 1.1
Host: api.safenames.com
Content-Length: &3

grant_type=password&user names= &passwords=

| Find... (press Ctrl+Enter to highlight all) || Viewin Notepad |

Transformer | Headers | Textview | SyntaxView | ImageView
Caching | Cookies | Raw ||JSDN | XML |
EI--JSDN

_ access_token=p4ZnMICUTysjUMACgnjgQ W Oy4amC 1ejSg 2 2XFASo95GaR sIxhfFNsEPT28R0 5Uz0sP 2MuRF
- expires_in=86399

i token_type=bearer

HexWiew | WebView | Auth |
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4. Change the Url endpoint to CountryCodes and the method to ‘GET'. Create an 'Authorization’
header and paste the value of the access token as shown including the ‘Bearer’ authentication
type. Click ‘Execute’.

| () statistics | .4 Inspectors | # AutoResponder | # Composer | i Fidderseript | 5] Log | [ Filters | = Timeline

Isethis pageto compose a Request. You canclone a prior request by dragaging and dropping asession from the Execute
Web Sessionslist. =
Parsed |Raw | Scratchpad | Options |

|GEF v||htn:I:,.",."api.saﬁanames.mmeuuntryCudes - [ HTTR/1.1 - LogReguests

Host: api.safenames.com History

Contentd ennth: 0
| Authorization: Bearer p4ZnMICUTvsjUMACgrigQavWoy4mC 1ej50 22%FAS095G R sIxhFMsSPT 28 |
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5. The response to the GET CountryCodes should been seen in the response pane as below;

Transformer | Headers | TextView | SyntaxiView

Cookies | Raw

|[3son | xmu |

ImageView

HexView

WebView | Auth | Caching |

= 150N
&0

=

- Country=AALAND ISLAMDS
- CountryCode=AX

- Country =AFGHANISTAN
- CountryCode=AF

- Country=ALBAMIA
- CountryCode=AL

- Country=ALGERIA
- CountryCode=DZ

- Country=AMERICAM SAMOA
- CountryCode=AS

- Country=ANDORRA
- CountryCode=AD

- Country=ANGOLA
- CountryCode=A0

- Country=AMNGUILLA

CountryCode=AI

£ Expand All { [ Collapse

150M parsing completed.
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4.2 C# Sample Client

The following console application code listing is in ¢# 5.0 and is the equivalent to the above calls to
the Token and CountryCodes endpoints using Fiddler. The code snippet uses the new HttpClient
found in the System.Net.Http namespace.

class Program

{

static void Main(string[] args)

{

using (var httpClient = new HttpClient())

{

httpClient.BaseAddress = new Uri("http://dev-api.safenames.com");
httpClient.DefaultRequestHeaders.Accept.Clear();
httpClient.DefaultRequestHeaders.Accept.Add(new
MediaTypeWithQualityHeaderValue("application/json"));

string loginContent =
String.Format("grant_type=password&username={0}&password={1}","at
estuser","testuserpassword");

var content = new StringContent(loginContent);

HttpResponseMessage response = httpClient.PostAsync("Token",
content).Result;

if (response.IsSuccessStatusCode) {

var loginResp =
response.Content.ReadAsAsync<LoginResponse>().Result;

// Add the Authorization token header
httpClient.DefaultRequestHeaders.Authorization = new
AuthenticationHeaderValue("Bearer",
loginResp.AccessToken);

response = httpClient.GetAsync("CountryCodes").Result;

var countryCodeResponse =
response.Content.ReadAsAsync<List<CountryCodeResponse>>().
Result;

countryCodeResponse.ForEach(r =>
Console.WriteLine("Country (Code) : {@} ({1})", r.Country,
r.CountryCode));

Console.WriteLine();
Console.WriteLine("Complete!");

} else {

var resp =
response.Content.ReadAsAsync<LoginErrorResponse>().Result;

Console.WriteLine("Error : {0}", resp.Error);
Console.WriteLine("Error Message : {0}",

resp.ErrorDescription);

}
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Console.WriteLine();
Console.WriteLine("Press any key to continue.");
var input = Console.ReadKey();

public class LoginResponse

{

[JsonProperty("access_token")]
public string AccessToken { get; set; }

[JsonProperty("token_type")]
public string TokenType { get; set; }

[JsonProperty("expires_in")]
public int ExpiresIn { get; set; }

public class CountryCodeResponse

{
[JsonProperty("Country")]
public string Country { get; set; }
[JsonProperty("CountryCode")]
public string CountryCode { get; set; }
}

public class LoginErrorResponse

{
[JsonProperty("error")]
public string Error { get; set; }
[JsonProperty("error_description")]
public string ErrorDescription { get; set; }
}
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Output;

5 files///E:/Users/Mark.Gilkes. SAFENAMES/Documents/Visual Studio 2012/Projects/Web APL Client/... (5=uln=ls|meum)

AALAND ISLANDS <AR>
AFGHANISTAN <AF»

ALBANIA <AL>

ALGERIA <DZ>

AMERICAM SAMOA <AS>
AMDORRA <AD>

ANGOLA <AO>

ANGUILLA <AI>

ANTARCTICA <AG>

ANTIGUA AND BARBUDA <AG>
ARGENTIMA <AR>

ARMENIA <AM>

ARUBA <Al>

AUSTRALIA <AlU>

AUSTRIA <AT>

AZERBAIJAN <AZ>

BAHAMAS <BS>

BAHRAIN <BH>

BANGLADESH <BD>»

BARBADOS <BB>

BELARUS <BY>

BELGIUM <BEX>

BELIZE <BZ>

BEHIH <B.J>

BERMUDA <BM>

BHUTAW <BT>

BOLIUIA <BO>

Bonaire, Sint Eustatius and Saba <BQ>
BOSHIA AND HEREEGOWIMA <BA>
BOTSWAMA <BUW>

BOUUET ISLAND <BUX>
BRAZIL <BR>

BRITISH INDIAW OCEAWN TERRITORY <I0>
BRUNEI DARUSSALAM <BM>
BULGARIA <BG>

BURKINA FAS0O <BF>

L
L
L
L
L
L
L
L
L
L
L
L
L
L
L
L
L
L
L
L
L
L
L
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4.3 PHP Client Example (without curl)

echo "PHP Client Test\r\n";
echo "--------------- \r\n";

//// print Token
// print_r(get_token_context());

country_code_request();

function country_code_request()

{
$tokenContent = get_token_context();

// Check if successfully logged in
if($tokenContent->{"error"} == "invalid_grant")
{

echo $tokenContent->{"error"}.", ".$tokenContent-
>{"error_description"}."\r\n";

return ;
}
else if ($tokenContent->{"access_token"}=="")
{
echo "Invlaid token\r\n";
return ;
}

$access_token = $tokenContent->{"access_token"};

$datacontext = array('http' =>

array (
'method' => 'GET',
"header' => "Content-Type: applicatrion/json\r\n".
"Authorization: bearer ".$access_token."\r\n"

)

)5

$APIBaseURL = "https://dev-api.safenames.com";
$APIAction = "/CountryCodes";
$response = PostToApi($APIBaseURL,$APIAction,$datacontext);

if($response === false)
{
// if the curl_exec() fails for some reason, it means it could not even
reach the aWhere server
// and the function returns FALSE
echo 'cURL Transport Error (HTTP request failed)';

die();
}
else
{
//transform the API response into a native PHP object
$response = json_decode($response);
if($response->{"Message"} == "Authorization has been denied for this
request.")
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{
echo $response->{"Message"};
return;
}
else
{
while (list($key, $value) = each($response))
{
echo $value->{"CountryCode"}." : ".$value->{"Country"};
echo "\r\n";
¥
}

}

function get_token_context()

{
$user="{username}";
$password ="{password}";

$APIBaseURL = "https://api.safenames.com";
$APIAction = "/Token";
$data = "grant_type=password&username=".$user."&password=".$password ;

$datacontext = array ('http' =>
array (
'method' => 'GET',
"header' => "Content-Type: application/json\r\n".
"Authorization:
Basic".base64_encode("$user:$password”)."\r\n",
'content' => $data)
)s

$response = PostToApi($APIBaseURL,$APIAction,$datacontext);
$result = json_decode($response);

return $result;

}
function PostToApi($baseURL,$action,$datacontext)
{
$servicePath = $baseURL.$action;
$context = stream_context_create($datacontext);
$responseData = file_get contents($servicePath, false, $context);
if($responseData=="")
echo "No response from ".$servicePath."\r\n";
return $responseData;
}
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Get-token output
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4.4 PHP Client Example (with curl)
<?php

get_token_context();
country_code_request();

function get_token_context()

{

$user="{username}";

$password="{password}";

$data_string = "grant_type=password&username=".$user."&assword=".$password ;

$host = $GLOBALS['host'];

$verb = $GLOBALS['verb'];

$uri = "/Token";

$ch = curl_init($host.$uri);

curl_setopt($ch, CURLOPT_CUSTOMREQUEST, $verb);

curl_setopt($ch, CURLOPT_POSTFIELDS, $data_string);

curl_setopt($ch, CURLOPT_RETURNTRANSFER, true);

curl_setopt($ch, CURLOPT_HEADER, true);

curl_setopt($ch, CURLOPT_HTTPHEADER, array(
"Content-Type: application/json',
‘Content-Length: ' . strlen($data_string))
)s

curl_setopt($ch, CURLOPT_TIMEOUT, 5);

curl_setopt($ch, CURLOPT_CONNECTTIMEOUT, 5);

//execute post

$result = curl_exec($ch);

curl_close($ch);
$result = json_decode($result);
return $result;
}

function country_code_request()

{

$host
$verb

$GLOBALS[ "host'];
$GLOBALS[ 'verb'];

$tokenContent = get_token_context();

//check if success logged in
if($tokenContent->{"error"} == "invalid_grant")
{
echo $tokenContent->{"error"}.", ".$tokenContent
->{"error_description"}."<br>";
return ;
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ilse if ($tokenContent->{"access_token"}=="")
{
echo "Invlaid token<hr>";
return ;
}
$uri = "/CountryCodes";

$access_token = $tokenContent->{"access_token"};
$headers = array("Authorization: Bearer $access_token");

// Set up the cURL request

$curl = curl_init($host.$uri);

curl_setopt($curl, CURLOPT_CUSTOMREQUEST, 'GET');
curl_setopt($curl, CURLOPT_HTTPHEADER, $headers);
curl_setopt($curl, CURLOPT_RETURNTRANSFER, true);
//curl_setopt($curl, CURLOPT_HEADER, true);

curl_setopt($curl, CURLOPT_TIMEOUT, 20);
curl_setopt($curl, CURLOPT_CONNECTTIMEOUT, 20);

// Normally you should not use these cURL options. They disable the SSL Cert
// verification. But many local development environments are not built with
// the standard chain authority certificates, and so cannot verify the Cert.
// If you have troubles making cURL requests, you can uncomment the next two
// lines, but don't put them into production.

curl_setopt($curl, CURLOPT_SSL_VERIFYHOST, false);
curl_setopt($curl, CURLOPT_SSL_VERIFYPEER, false);

// This fires the cURL request
$response = curl_exec($curl);
curl_close($curl);

if($response === false){
// if the curl_exec() fails for some reason, it means it could not even
reach the aWhere server
// and the function returns FALSE

echo 'cURL Transport Error (HTTP request failed): '.curl_error($curl);
die();
}
else
{
//transform the API response into a native PHP object
$response = json_decode($response);
if($response->{"Message"} =="Authorization has been denied for this
request.")
{
echo $response->{"Message"} ;
return ;
}
else
{
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while (list($key, $value) =

each($response))

echo $value->{"CountryCode"}." : ".$value->{"Country"};
echo "<br>";

{
s
}
b

}

?>
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